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Agenda
• State of the video cyber security industry
• What Hanwha is doing about these cyber security 

threats
• Discussion of key cyber security measures to 

implement in Hanwha products



It has been a very busy year in the (in)security world…
• Here is a recap and brief discussion of these events 

and how they relate to use, as well as the 
consequences of these events.



VMS removes support for “untrustworthy network 
devices”.
Requires end-user to sign liability release and pay 
extra license fee.













What is Hanwha Techwin doing to keep 
your systems safe and secure??



Hanwha – Cyber Security White Paper



Hanwha Techwin Network Hardening Guide



Hanwha – Security by Design



Hanwha – Security by Design





Product Security Policy

Hanwha Techwin has developed and implemented a security policy that 
dictates the security design of products, including encryption/methods, 
password policy, firmware encryption, etc…



Strategy
Using the Defense in Depth 
strategy for information 
system, it is important to 
have multiple layers of 
security.  Do not rely on 1 
features or mechanism as a 
safeguard.



Tools
When configuring Samsung network devices, it 
is recommended to use the WiseNet Device 
Manager for bulk operations.

https://www.hanwhasecurity.com/en/Tools/device-manager.aspx

https://www.hanwhasecurity.com/en/Tools/device-manager.aspx


Comparison of password policy strength



Backdoors?A common request is how to gain access to a device 
in case the password is forgotten.   Many 
manufactures use a “one time use” password that 
combines the serial number/mac & the time/date.

Hanwha does not have any backdoor 
password/method for our devices.

This safeguards your device, requiring a factory 
default in case the password is lost.



Backdoors, cont.



DoS attack/password guessing

If an incorrect username & password is given more  
than 5 times within 30 seconds, the camera will lock 
down access to the web page to prevent someone 
from repeatedly trying to guess the password.  
Existing authenticated video stream connections will 
continue.

All passwords are sent using digest authentication to 
prevent clear-text passwords from being transmitted 
over the network.



Buffer overflow, unused ports
All commands are filtered by our own source code 
and passed to the web server after a validation 
check to prevent hacking and overflows.  This 
protects from “injection” attacks which try to bypass 
authentication, or overflowing services to allowing 
access.

Unused services and ports are disabled in the Linux 
to prevent access to telnet, FTP, SSH, shell, etc. to 
prevent overflow, hacking, etc., as they are not 
used/needed.



• Make sure firmware and VMS software is up to date to ensure any fixes 
or new daemon software is used, in case of any known vulnerabilities.

• Firmware can be checked, downloaded & updated in bulk, both online or 
offline using Device Manager.

• Include firmware updates as part of your installation service (initial, 6 
months, 1year out), then as RMR.

• Firmware files should be encrypted to prevent hackers from gaining 
valuable info about file structure, files, databases, etc.  Often hackers can 
discover a vulnerability simply by examining extracted firmware without 
access to the device.

Safe firmware upgrades



A vulnerability was reported with SSM.  A patch was quickly released for 
versions 1.4/1.5.  Version 1.6 does not need the patch



Best Practices as per Hardening Guide



Time & Date
• The built in clock keeps the date and time up to date.  It is 

important to check that the clock is correct when deploying 
a device.  The clock is used to record logs and for recording 
video.  If the clock is incorrect, forensic investigation in case 
of a network breach will be very difficult.  Furthermore, the 
video evidence may not be admissible in court if the clock is 
not accurate.  Finally, many other services rely on an 
accurate clock and may fail to work properly if the clock is 
not set correctly, including HTTPS, ONVIF, SNMP v3, and 
802.1x.

• The NTP protocol can be used to ensure that over time the 
clock does not drift and stays accurate.  All Hanwha 
Techwin NVRs feature an NTP server for cameras to sync to 
when enabled.  



HTTPS Mode
• HTTPS (Hanwha Techwin certificate) is a function that enables a secure 

connection between the device and client using a certificate provided by 
Hanwha Techwin. If you select 'HTTPS (Secure connection mode using a 
unique certificate)', the device's built-in certificate will be used in secure 
connection mode and you do not need to purchase and install a separate 
certificate.  Once enabled, communications will occur over the HTTPS 
port.  HTTPS also helps ensure the communications are not 
intercepted/redirected.



Changing the default ports
• In order to better avoid scans or attacks through the well-known default port of a 

network device, it is recommended to change the port. Commonly higher port 
numbers will be used, such as 8000+ or 10000+. For example, if you change the 
HTTP web service port to 8000 rather than 80, you can protect your web server 
from attacks from simple scanning programs or attempt to enter addresses directly 
into a web browser.

• For example, prevent a hacker from quickly scanning for port 4520 to try to find 
Hanwha devices.



IP Filtering
• Hanwha Techwin products support the creation of IP lists to allow or 

deny access from specific IP address.  This can be used to restrict access 
only to the security department, or to prevent access from the WAN 
router or wireless pool of IP addresses.

• Menu prevents lockout of admin PC.



Disable unused protocols:
• Disable unused Link-Local IPv4 address
• Disable unused UPnP
• Disable unused Bonjour



Using SNMP securely or disabled
• SNMP provides the ability to conveniently manage network devices. 

However, SNMP v1 and v2c are vulnerable because they use clear text 
strings. If you want to use this function, it is recommended to use the 
secure SNMP v3 only.  SNMP v3 is only available when the camera is 
running in HTTPS mode. 



Disabling SNMP
• Wisenet X series allows SNMP to be disabled via the web viewer.  

Other models require using the Wisenet Device Manager or CGI 
commands to disable all SNMP versions.

– Disable SNMP v2c

http://(ip address)/stw-cgi/network.cgi?msubmenu=snmp&action=set&Version2=False

– Disable SNMP v1 

http://(ip address)/stw-cgi/network.cgi?msubmenu=snmp&action=set&Version1=False

*This should be addressed in future firmware updates.



Create user-level accounts for daily use
• Accessing the device only with an administrator account can cause the 

administrator password to be continuously transmitted over the network, which 
can lead to a security vulnerability that exposes sensitive information to a person 
who has malicious purposes. Furthermore, users then have escalated privileges, 
whereas they should only have the least required privileges to perform their job 
functions to prevent accidental or malicious settings changes.

• Therefore, you can enhance your security by using the administrator account for 
configuration only, and adding user accounts with limited privileges, such as 
frequently used video monitoring features.



802.1x Port-based Network Access Control

802.1x is used in cases where network jacks are 
accessible in public areas, or in unmonitored areas where 
someone could unplug a device and plug in their own 
laptop, etc.
In an 802.1x network environment, the network switch 
will only talk to specific devices.
In conventional schemes, you would use IP address or 
MAC address filtering, but these can be easily 
circumvented.
All 802.1x devices have a certificate generated and 
installed to positively identify them. 
A RADIUS Server is used to authenticate devices.



Check device logs
Samsung products have extensive logs.  Check them to see if 
anyone is trying to gain access to your devices or has changed 
settings.
Logs are retained during reboot and factory default.
Logs show current and new configuration change values.



VLANs
VLANs segregate your network based upon ports, 
protocols, MAC addresses, port switches, etc.

This isolates your cameras from your printers, e-mail 
servers, workstations, etc., and only gives access  to those 
who need access.  

This can also prevent problems from devices broadcasting 
or babbling and effecting other devices.



Physical Access

Physical Access is paramount.  If you can touch a camera, you 
can factory default it, and then do what you want with it.

It is best if your cameras are high up, out of reach, or flush 
mounted in the ceiling or a housing.  

Make sure your NVRs and switches are in a locked area.
Make sure the network and power cables going to cameras are 
secure.  If someone can reach up and cut them, it is not secure.



Physical Access - 2

Make a backup of the device programming, in 
case you need to factory default it.

Have some recognizable settings so you can 
identify if someone has defaulted your device 
(SNMP settings can be great here).



Example - No direct access to camera

… 



Open Platform Apps

• Open Platform Apps are sandboxed – they are NOT allowed 
root access to the camera/file system.  This protects the 
camera from malicious access.

• Other manufacturer implementations allow direct root 
access to camera file system to 3rd party apps.



Remote access
• Use VPNs when possible for encrypted remote access 

without opening holes in the firewall.
• When you provide remote access, use port forwarding, and 

not UPnP.
• Only forward necessary ports, such as to the NVR as 

opposed to each camera.
• If you are using another mechanism for remote access, such 

as VPN, do not forward the cameras through the 
router/firewall.

• P2P can be used to provide remote access without opening 
firewall. Some enterprises will not want P2P punching out.  
In this case, disable P2P function.



Thank You!
http://www.hanwhasecurity.com
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